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Setup Microsoft Authenticator
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Step 1. Download and install the Microsoft Authenticator app

1. Download and install the Microsoft Authenticator app

o Open Apple Store or Google Play Store from your smartphone or tablet.
o Search for the Microsoft Authenticator app and install it on your smartphone or tablet.

Note: The app can be downloaded directly through the link: aka.ms/authapp

2. Skip setting up passwordless sign-in:

o When opening the Microsoft ‘ Ig‘

Authenticator app, you can “Skip”
the Set up passwordless sign-in for
your personal Microsoft account
screen.

Secure Your Digital Life

‘When you are signed in with Microsoft, all stored passwords, addresses, and other autofill info will be available on this device.

‘ Add work or school account J

‘ Sg Scan a QR code 1

Restore from backup


https://aka.ms/authapp
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Step 2. Add your account to the app

"This step requires using a Computer or Laptop for the first time only"

1. On your computer, access https://aka.ms/mfasetup
When you're not logged in already, please fill in your username and password.

€« XXXXXXX  @ku.edu.kw

Enter password

Password 9

For changing your password, please go to
https://mspwdreset.ku.edu.kw

2. Follow the on-screen instructions to configure Multi-Factor Authentication.
3. Click the "Next” button to proceed, as shown in the images below.

®

XXO0ooxx  @ku.edukw
More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

For changing your password, please go to
https://mspwdreset.ku.edu.kw
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Keep your account secure

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next",

| want to use a different authenticator app

Lwant to set up a different methed

Keep your account secure

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

T = e

Lwant to set up a different method

Adding KU Account to the App

Open Microsoft Authenticator App on your Smart Phone

Select the plus icon (+) or select Add account. Ready to add your first account?

Any Microsoft account or other type of
account you add will appear here.

Already have a backup?
Restore your account.

Begin recovery

dd e Verified IDs

(] P © C= ‘
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o Select Work or School Account.
o (Allow) the Authenticator app to access the camera.
o Scan the (QR Code) displayed on your computer screen, then click (Next)

4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

Work or school account

Other (Google, Facebook, etc.)

Ready to add your
first account?

A sputhenticator” Would Like to 2
Access the Camera

May be needed to scan QR code to
add a new account

Don't Allow Allow

Add account
Already have a backup?
1 Restore your account.
Begin recovery
@ When you are signed in with your personal account, all

stored passwords, addresses, and other autofill info

will be available on this device. ﬁ ﬁ @ @

Verified IDs

Keep your account secure

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose “Next".

Can't scan image? .
e
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Entering Verification Code

o After adding the account, you will be asked to enter a verification code.

o Open the Authenticator app on your phone, enter the code shown on the computer
screen, then click “Yes".

Keep your account secure

Microsoft Authenticator

Let's try it out

v

- Approve the notification we're sending to your app by entering the number shown below.

57

| Back |

| want to set up a different method

Are you trying to sign in?
Kuwait University
1000000000 @ku.edu.kw

Enter the number shown to sign in.

App: Microsoft App Access Panel
Location: Kuwait

Pl City

57

No, it's not me Yes

Authenticator locked

1 2 3
4 5 6
7 8 9
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o The registration is completed by choosing "Next” then "Done".

Keep your account secure

Microsoft Authenticator

Q Notification approved

v/

Keep your account secure

Success!

[Great Jjob! You have successfully set up your security info. Choose “Done” to continue signing in.
Default sign-in method:

® Microsoft Authenticator
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Step 3. Sign in using Microsoft Authenticator

o Open Microsoft 365 app or website and sign in in your Smart Phone.

o You will receive a notification on your Smart Phone through the Microsoft
Authenticator app.

o Enter the number shown on the computer screen into the Microsoft
Authenticator app on your smartphone, then tap "Yes"” to complete the
verification process.

Are you trying to signin?
Kuwait University
@ku.edu.kw
XO0000000K
g Enter the number shown to sign in.

App: Microsoft App Access Panel

ku.edu.k . .
XXXXXXX ~ @ku.edukw Location: Kuwait

Approve sign-in request

ﬁ Open your Authenticator app, and enter the
number shown to sign in.

F 74

\f Kuwait City

No numbers in your app? Make sure to upgrade to
the latest version. 77

I can't use my Microsoft Authenticator app right now

No, it's not me Yes

More information

Authenticator locked

1 2 3

For changing your password, please go to ABC DEF

https://mspwdreset.ku.edu.kw

4 5 6

GHI JKL MNO
7 8 9

PQRS Tuv WXYZ
~ e

Microsoft Authenticator App Activated Successfully

Now you can now receive instant identity verification notifications when signing in to
your account.

If you faced with any issues, please contact:

« Guidance and Counseling Office (for students)
« User Support Services (for employees)
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Optional Step: Alternative Multifactor Authentication Methods

1. Access https://mysignins.microsoft.com/security-info or https://aka.ms/mfasetup
2. Sign in with your KU Mail (ex. xxxxxxxxxx@ku.edu.kw)

3. Tap on Security Info page.

4. "Add sign-in method" to add backup method (recommended).

» User can add, remove, or update your MFA method (SMS, phone call, or app).
» If user got a new phone or number, must update it here.

Q | My Sign-Ins

Security info

[ Sy L i These are the methods you use to sign into your account or reset your password.
e @ku.edu.kw

S overview I -+ Add sign-in method I

II & Security info I E Password © Last updated: Change
7 months ago -nange

D

Devices

Lost device? Sign out everywhere
Change Password

Organizations

& O

Settings & Privacy

G)

Recent activity

B

My Apps

& My Groups
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5. Choose “Phone” to receive a call or code by entering your number.

Add a sign-in method X

@ Microsoft Authenticator
Approve sign-in requests or use cne-time codes

IEI Hardware token

Sign in with a code from a hardware token

Q:) Phone
Get a call or text to sign in with a code

Q:) Alternate phone

Get a call to sign in with a code

% Office phone

Get a call to sign in with a code

MNeed more info? Learn more about each method.

6. Add your phone number and choose verification by your preference. (code or call)

Keep your account secure

Phone

You can prove who you are by answering a call on your phone or receiving a code on your phone.

‘What phone number would you like to use?

Country code Phone number

| Kuwait (+965) v Enter phone number

Choose how to verify
@ Receive a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

lwant to set up a different method
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7. The process is completed by choosing "Next” then "Done”.

Keep your account secure

Phone

° Call answered. Your phone was registered successfully.

Next

Keep your account secure

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

Phaone
+065




